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Lecture 22



Today's Topic

Sending form information to a Webserver program.
• Two methods:

1. GET method 
• last time: <form> with action="program.cgi", method="GET"

2. POST method
• Homework 8



Worked example: CMUDict

• Note: the Python file (I had in ~/Sites): 
• cmudictpy.cgi could also be placed in /Library/WebServer/CGI-

Executables (macOS) 
• Then client request:

• <form action=http://localhost/cgi-bin/cmudictpy.cgi" method="GET">
instead of:
• <form action="http://localhost/~user/cmudictpy.cgi" method="GET">

• Webserver runs the program:
• /Library/WebServer/CGI-Executables/cmudictpy.cgi (macOS)
• /var/www/html/cmudictpy.cgi (Ubuntu)

http://localhost/cgi-bin/cmudictpy.cgi
http://localhost/cgi-bin/cmudictpy.cgi
http://localhost/cgi-bin/cmudictpy.cgi
http://localhost/cgi-bin/cmudict2.cgi


Sending information using GET

• HTML form:
1. <form action="http://localhost/cgi-bin/get.cgi" method="GET">  
2. First: <input type="text" name="first" size=12>
3. Last:  <input type="text" name="last" size=12>
4. <input type="submit">
5. </form>

• Information encoded using alphanumeric characters: why?
• because URLs are restricted to alphanumeric characters only
• bash accesses the URL-encoded string via the environment variable QUERY_STRING

http://localhost/cgi-bin/get.cgi?first=Sandiway&last=Fong



Today's Topic

• Sending form information to a Webserver program.
• Two methods:

2. POST method



Sending information using POST

• File: form-post.html could be in /Library/WebServer/Documents
• URL: http:/localhost/form-post.html
• HTML form:
1. <form action="http://localhost/cgi-bin/read.cgi" method="POST">  
2. First: <input type="text" name="first" size=12>
3. Last:  <input type="text" name="last" size=12>
4. <input type="submit">
5. </form>
• bash accesses the URL-encoded string via command read

• cf. GET using QUERY_STRING



Sending information using POST
• bash accesses the URL-encoded string on standard input via read
• read.cgi in /Library/WebServer/CGI-Executables:
1.#!/bin/bash
2.echo "Content-Type: text/plain"
3.echo
4.read input
5.origIFS=$IFS
6.IFS='=&'
7.set -- $input
8.IFS=$origIFS
9.echo "Form data \$2:<$2> \$4:<$4>"

IFS = internal field separator (for arguments)
default: space newline tab
set it to = and & because
first=String1&last=String2

set -- String
 -- option: positional parameters $1,$2,..etc. are set 
after splitting String



Sending information using POST

1.#!/bin/bash

2.echo "Content-Type: text/plain"

3.echo

4.read input

5.origIFS=$IFS

6.IFS='=&'

7.set -- $input

8.IFS=$origIFS

9.echo "Form data \$2:<$2> \$4:<$4>"

Server-side code:• Client-side code:

File form-post.html place in
macOS: /Library/Webserver/Documents/
Ubuntu: /var/www/html File read.cgi place in

/Library/Webserver/CGI-Executables/
Ubuntu: /usr/lib/cgi-bin



Sending 
information 
using POST

first=George&last=Washington
$1    $2     $3   $4



Example: adding names to a list on a server

• Normally, you'd set up relational database software,e.g. mysql, on the webserver



Example: adding names to a list on a server

image from https://madooei.github.io/cs421_sp20_homepage/client-server-app/

Client side:
addnames.html

Server side:
get2.cgi
names.txt (database of names)



A Note on Permissions

• Caution!
• the Webserver must be able to write to the directory in which names.txt is stored 

(to be able to update it)
• this is not you (as user), but typically the user is _www or www.

• Suppose we run it in the user directory ~/Sites (~/public_html Ubuntu). 
• On macOS: 

• ~/Sites must have world write permission 
• chmod a+w ~/Sites

• On Ubuntu: 
• ~/public_html must have world write permission 
• chmod a+w ~/public_html



Example: adding names to a list on a server
Client-side: addnames.htmlServer-side: get2.cgi

Create database file: in ~/Sites
touch names.txt (create an empty file)
chmod a+w names.txt



Example: adding names to a list on a server

• Terminal (in ~/Sites):
Sites$ touch names.txt
Sites$ chmod a+w names.txt
Sites$ ls -l names.txt
-rw-rw-rw-  1 sandiway  staff  0 
Nov  8 19:46 names.txt

• After Submit is pressed:
Sites$ ls -l names.txt
-rw-rw-rw-  1 sandiway  staff  18 
Nov  8 19:49 names.txt
(base) Sites$ cat names.txt
George Washington



Example: adding names to a list on a server

• There is a potential problem 
with simultaneous updates
• Let's see if we can simulate it!

• Normally, we'd use a mutex 
mechanism, e.g.
• file locking: flock



Example: adding names to a list on a server

Sites$ ls -l names.txt
-rw-rw-rw-  1 sandiway  staff  29 Nov  8 19:53 names.txt
Sites$ cat names.txt
George Washington
John Adams



Example: adding names to a list on a server

CSS: grey background 
for even numbered 

rows



Example: adding/deleting names on a server

image from https://madooei.github.io/cs421_sp20_homepage/client-server-app/

Client side:
addnames3.html

Server side:
get3.cgi
names.txt



addnames3.html

$1 $2 $3 $4 $5 $6

Note: actually $1, $3 and $5 are names "first", "last" and "add"



get3.cgi

Note: action is http://localhost/~sandiway/get3.cgi

if empty, will just list 
the current table



get3.cgi
• Current state of names.txt



get3.cgi

delete button
calls del(1)

delete button
calls del(2)

del(row) function



get3.cgi

press Delete
name is entered in the 
form, Add is checked

press Submit

http://localhost/~sandiway/get3.cgi?first=George&last=Washington
                                     

http://localhost/~sandiway/get3.cgi?first=George&last=Washington


get3.cgi

if [ "$6" = 'on' ]; then
    if [ "$2" != '' ] && [ "$4" != '' ]; then
 echo "$2 $4" >> names.txt
    fi
else
    perl -i -ne "print unless m/^$2 $4$/" names.txt
fi

$6$2 $4

perl -i



get3.cgi
echo "<table><tr><th>First</th><th>Last</th><th></th></tr>"
i=1
while read -r first last
do
    echo "<tr><td>$first</td><td>$last</td><td><button 
onclick=\"del($i)\">Delete</button></td></tr>"
    ((i++))
done < names.txt
echo "</table>"
echo "</body></html>"

-r do not allow backslashes to escape any characters

th

< names.txt 
means read from file 

names.txt

td



get3.cgi

Javascript call to 
function del

checked = falsefirst.value last.value



Homework 8

1. Configure your Apache2 webserver to permit cgi-bin executable files (see 
previous lectures)

2. Adapt the name database files (modify the content) and cgi-bin files
3. Show it working (e.g. add/delete Pokémon characters)
4. Take screenshots!

• Usual rules: 
• one PDF file
• Subject: 408/508 Homework 8 YOUR NAME
• due date: midnight Sunday


