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Today's Topics

 continue describing Apache2 webserver operation
e for macOS and Ubuntu Linux

e Homework 7

* set up Apache2
* set up two index.html pages



httpd

The Apache HTTP Server is a free and open-source cross-platform web
server, released under the terms of Apache License 2.0. It is developed
and maintained by a community of developers under the auspices of the
Apache Software Foundation.

The vast majority of Apache HTTP Server instances run on a Linux
distribution,®! but current versions also run on Microsoft Windows, !
OpenVMS, /"l and a wide variety of Unix-like systems. Past versions also
ran on NetWare, OS/2 and other operating systems,® including ports to
mainframes.[!

Originally based on the NCSA HTTPd server, development of Apache

bennn in Anrhi 100K aftar winrl An tha NINQA AndA atallad [10] AnanhAa

" Why is it called Apache?

In

Apache HTTP Server

J APACHE

HTTP SERVER PROJECT

Original author

Developer

Release

Stable release

Written in

Robert McCool

Apache Software
Foundation

April 1995; 31 years agol!
2.4.69/?1 # / October 1,
2026; 19 days ago

clal

e Others:
* Nginx

(open sourced 2004)
C

* Pingora

mi The Apache group was formed around a number of people who provided patch files that had
L been written for NCSA httpd 1.3. The result after combining them was A PAtCHy server.

(Cloudfare: open
sourced 2024)

Rust



Recap: Apache Webserver on macOS

Default static webpage storage location:
* http://localhost/
« /Library/WebServer/Documents/index.html
» sudo apachectl start
» sudo apachectl stop
 sudo apachectl restart

® o Documents — nano < sudo — 80x24 . . .

nano |SaS|mple text editor

Cheads<titlesty MacBook Pro</titles ~ means use the Control key

<style> ) ) .

zg::y{;:nt—famlly:Menlo;\ font-size: 14} Save flle aS

</head> . .

S /Library/Webserver/Documents/index.html
File:y<5pan>/Library/Webserver/Documents/index.html</span>

</body>

</html>

[ Wrote 12 lines ]
K8 Get Help gy WriteOut g Read File @ Prev Page g Cut Text g Cur Pos
@4 Exit o Justify il Where Is @Y Next Page gl UnCut Textgl] To Spell



http://localhost/
http://localhost/

Recap: Apache Webserver on WSL2 (Ubuntu

* From Windows Powershell: L 8

andivay> usl

/ ndiway
e wsl

» Default page (Document Root): .A .
« /var/www/html/index.html LN ]

* owner of fileis root, so use the sudo
prefix to edit it

e.g. sudo nano
/var/www/html/index.html,

e Commands (or apache2ctl):

aor
Mosty cear

@ Apache2 Uburu Defaut Pages | X

€ C O localhost

@ Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It Is based on the equivalent page on Debian, from which the Ubuntu
Apahe packaging is derived. If you can read this page, it means that the Apache HTTP server installe.
at this site is working properly. You should replace this file (Iocated at /var/ww/htal/index.htnl)
before continuing to operate your HTTP server.

1f you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site’s administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully

in Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems s as follows:

/ete/apachez/
-~ apachez.conf
- ports.conf
Led

+.Load

+.conf

!

I

f

I *.conf
|-~ conf-enabled

I =

|- sites-enabled
/ —— *.conf

» sudo service apache2 start
» sudo service apache2 stop
» sudo service apache2 restart



DocumentRoot

DocumentRoot Directive

Description: Directory that forms the main document tree visible from the web
Syntax: DocumentRoot directory-path

Default: DocumentRoot "/usr/local/apache/htdocs"

Context: server config, virtual host

Status: Core

Module: core

This directive sets the directory from which httod will serve files. Unless matched by a directive like A1ias, the server appends the path
from the requested URL to the document root to make the path to the document. Example:

DocumentRoot "/usr/web"




Apache2 on Ubuntu

* Master configuration file:
- /etc/apache2/httpd. conf

sandiway@sandiway-VirtualBox:~$ cd fetcfapache2/
sandiway@sandiway-VirtualBox: /etc/apache2$ 1s

ppache2.conf conf-enabled magic ods sites-available
conf-available envvars site :
sandiway@sandiway-VirtualBox: /e

otal 80
rw-r--r--
drwxr-xr-x
Hrwxr-xr-x
rw-r--r--
rMw-r--r--
drwxr-xr-x
Hrwxr-xr-x

Oct 07:41

Oct 24 20:43

Oct 24 20:43 conf

Jun 27 10:05

Jun 27 10:05

Oct 24 20:43 mods-ava
Oct 24 20:43 m -enabled
Jun 27 10:05 ports.conf
ArwXr-xr-x Oct 24 20:43 sites-ave
ArwXr-xr-x Oct 24 20:43 site
sandiway@sandiway-VirtualBox: fetcfapache25 I

1
P
P
1
1
P
2
1
p

fud




Apache2 on Ubuntu

- cd /etc/apache2/
« grep —r DocumentRoot (grep -r searches into subdirectories for string)

sandiway@sandiway-VirtualBox: /etc/apache2$ grep -r DocumentRoot
fvar fwww/html

fvar fwww/html

sandiway@sandiway-VirtualBox: /etc

* For httpd, relevant file is:
/etc/apache2/sites—enabled/000-default.conf



GNU nano 2.2.6 File: sites-available/000-default.conf

!VirtualHost *:80>
# The ServerName directive sets the request scheme, hostname and port that
# the server uses to identify itself. This is used when creating
# redirection URLs. In the context of virtual hosts, the ServerName
# specifies what hostname must appear in the request's Host: header to
# match this virtual host. For the default virtual host (this file) this
# value is not decisive as it is used as a last resort host regardless.
# However, you must set it for any further virtual host explicitly.
#ServerName www.example.com

ServerAdmin webmaster@localhost
DocumentRoot /var/www/html

# Available loglevels: trace8, ..., tracei, debug, info, notice, warn,
# error, crit, alert, emerg.

A aC he 2 O n # It is also possible to configure the loglevel for particular
# modules, e.g.

#LogLevel info ssl:warn

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog S{APACHE_LOG_DIR}/access.log combined

For most configuration files from conf-available/, which are

enabled or disabled at a global level, it is possible to

include a line for only one particular virtual host. For example the
following line enables the CGI configuration for this host only
after it has been globally disabled with "a2disconf".

nano /Et C/apaChGZ/Sltes— ) t{Include conf-available/serve-cgi-bin.conf
enabled/000-default.conf R

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet

[§ Get Help W WriteOut Wi Read File W Prev Page @y Cut Text Q¥ Cur Pos
d Exit a8 Justify Wl Where Is WY Next Page WY UnCut Text @l To Spell



Apache Webserver
on macOS

* Configuration file:
/etc/apache2/httpd.conf

* DocumentRoot

232 # DocumentRoot: The directory out of which you will serve your
233 # documents. By default, all requests are taken from this directory, but
234 # symbolic links and aliases may be used to point to other locations.

235 #

236 DocumentRoot "/Library/WebServer/Documents"
237 <Directory "/Library/WebServer/Documents">

238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263

i

# Possible values for the Options directive are "None", "All",

# or any combination of:

Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI MultiViews

#
#
# Note that "MultiViews" must be named *explicitly* --- "Options All"
# doesn't give it to you.

#

# The Options directive is both complicated and important. Please see
# http://httpd.apache.org/docs/2.4/mod/core.html#options

# for more information.

#

Options FollowSymLinks Multiviews

MultiviewsMatch Any

AllowOverride controls what directives may be placed in .htaccess files.
It can be "AlLl", "None", or any combination of the keywords:
AllowOverride FileInfo AuthConfig Limit

HHERRR

AllowOverride None

#

# Controls who can get stuff from this server.
#

Require all granted

264 </Directory>




User web files

Per-user web directories

Available Languages: en es  fr  ja ko ftr

On systems with multiple users, each user can be permitted to have a web site in their home directory using the UserDi r directive. Visitors to
aURL http://example.com/~username/ Will get content out of the home directory of the user "username"”, out of the subdirectory
specified by the UserDir directive.

—

Jote that, by default, access to these directories is not enabled. }{ou can enable access when using UserDir by uncommenting the line:

#Include conf/extra/httpd-userdir.conf

in the default config file conf /httpd.conf, and adapting the httpd-userdir. conf file as necessary, or by including the appropriate
directives in a <Directoxry> block within the main config file.




Apache2 on Ubuntu vs macOS

* Logs are in directory: * Logs are in directory:
/var/log/apache2/ /var/log/apache2/
* access. log » access_log
* error. log * error_log
* User web files in: * User web files in:
* ~/public_html * ~/Sites
* In your home directory do: * In your home directory do:
 mkdir public_html  mkdir Sites

* nano public_html/index.html * nano Sites/index.html



Apache2 on Ubuntu

» To enable user web filesin~/public_html

« sudo a2enmod userdir
 sudo systemctl restart apache2
 http://localhost/~sandiway/

sandiway@sandiway-VirtualBox:~$ mkdir public_html
isandiway@sandiway-VirtualBox:~5 cd public_html

sandiway@sandiway-VirtualBox:~/public_html$
sandiway@sandiway-VirtualBox:~/public_html$
index.html
sandiway@sandiway-VirtualBox:~/public_html$
total 4

-rw-r--r-- 1 sandiway sandiway 92 Oct 24 21:

sandiway@sandiway-VirtualBox:~/public_html$

[sudo] password for sandiway:

Enabling module userdir.

To activate the new configuration, you need
systemctl restart apache2

sandiway@sandiway-VirtualBox:~/public_html$

nano index.html
1s

1s -1

12 index.html

sudo aZenmod userdir
to run:

systemctl restart apache2


http://localhost/~sandiway/
http://localhost/~sandiway/

Apache2 on Ubuntu

» To enable user web files in ~/public_html
e sudo a2enmod userdir (a2dismod)

« sudo service apache2 restart
« http://localhost/~sandiway/

404 Not Found - Mozilla Firefox

My Webpage - Mozilla Firefox
My Webpage b+ 404 Not Found x I
&« c @ @ localhost/~sandiwa 9 % » = « c @& @ localhost/~sandiwa - @
My webpage Not Found

The requested URL /~sandiway/ was not found on this server.

Apache/2.4.29 (Ubuntu) Server at localhost Port 80



http://localhost/~sandiway/
http://localhost/~sandiway/

Apache Webserver on macOS

Static webpages

* storage locations:
* http://localhost/~sandiway/ (no need to be superuser)
- mkdir ~sandiway/Sites (/Users/username/Sites)
- ~/Sites/index.html (create this file!)

- sudo nano /etc/apache2/users/sandiway.conf

create this file ... |2 & users — nano «sudo —80+30

<Directory "/Users/sandiway/Sites/">
AllowOverride All
Options Indexes MultiViews FollowSymLinks

Require all granted
</Directory>



http://localhost/~sandiway/
http://localhost/~sandiway/

Apache Webserver on macOS

Static webpages
* http://localhost/~sandiway/

* storage locations:

 sudo nano
/etc/apache2/httpd.conf

* uncommentmod_userdir.so
line
* (remove the comment char #)

UW PICO 5.09 File: /etc/apache2/httpd.conf

<IfModule !mpm_prefork_module>

#LoadModule cgid_module libexec/apache2/mod_cgid.so
</IfModule>
<IfModule mpm_prefork_module>

#LoadModule cgi_module libexec/apache2/mod_cgi.so
</IfModule>
#LoadModule dav_fs_module libexec/apache2/mod_dav_fs.so
#LoadModule dav_lock_module libexec/apache2/mod_dav_lock.so
#LoadModule vhost_alias_module libexec/apache2/mod_vhost_alias.so
LoadModule negotiation_module libexec/apache2/mod_negotiation.so
LoadModule dir_module libexec/apache2/mod_dir.so
#LoadModule imagemap_module libexec/apache2/mod_imagemap.so
#LoadModule actions_module libexec/apache2/mod_actions.so
#LoadModule speling_module libexec/apache2/mod_speling.so

#lLoadModule userdir_module libexec/apache2/mod_userdir.so
LoadModule alias_module libexec/apache2/mod_alias.so
#LoadModule rewrite_module libexec/apache2/mod_rewrite.so
#PHP was deprecated in macOS 11 and removed from macOS 12
#LoadModule perl_module libexec/apache2/mod_perl.so
LoadModule hfs_apple_module libexec/apache2/mod_hfs_apple.so

<IfModule unixd_module>

#

# If you wish httpd to run as a different user or group, you must run
# httpd as root initially and it will switch.

e Get Help Qo WriteOut [N Read File @4 Prev Pg WY Cut Text ¥ Cur Pos
B4 Exit i8] Justify QY where is @Y Next Pg WV UnCut Text@ll To Spell



http://localhost/~sandiway/
http://localhost/~sandiway/

Apache Webserver on macOS

UW PICO 5.09 File: /etc/apache2/httpd.conf

Static Webpages # Server-pool management (MPM specific)

Include /private/etc/apache2/extra/httpd-mpm.conf
* alsoneedto

Modified

# Multi-language error messages

uncomment another #Include /private/etc/apache2/extra/httpd-multilang-errordoc.conf
l.. H # Fancy directory listings
Ine In Include /private/etc/apache2/extra/httpd-autoindex.conf

/etc/apache2/httpd.conf [
#Include /private/etc/apache2/extra/httpd-languages.conf
* uncommentthe .
# User home directories

htt pd use r.d l r.con f li ne #@nclude /private/etc/apache2/extra/httpd-userdir.conf

# Real-time info on requests and configuration

L] (remove the #) #Include /private/etc/apache2/extra/httpd-info.conf

# Virtual hosts
#Include /private/etc/apache2/extra/httpd-vhosts.conf

# Local access to the Apache HTTP Server Manual
#Include /private/etc/apache2/extra/httpd-manual.conf

# Distributed authoring and versioning (WebDAV)

e Get Help Qo WriteOut @Y Read File @4 Prev Pg WY Cut Text [® Cur Pos
B Exit iN| Justify QY Where is @Y Next Pg WY UnCut Textgl] To Spell



Apache Webserver on macOS

Static webpages

« sudo nano
/etc/apache2/extra/ht
tpd-userdir.conf

e uncomment this include
* (remove the #)

UW PICO 5.09 File: /etc/apache2/extra/httpd-userdir.conf

Settings for user home directories

Required module: mod_authz_core, mod_authz_host, mod_userdir

#

# UserDir: The name of the directory that is appended onto a user's home

# directory if a ~user request is received. Note that you must also set

# the default access control for these directories, as in the example below.
#
u

serDir Sites

#
# Control access to UserDir directories. The following is an example
# for a site where these directories are restricted to read-only.
#
#Include /private/etc/apache2/users/*.conf
<IfModule bonjour_module>
RegisterUserSite customized-users
</IfModule>

e Get Help Q¢ WriteOut @QIN Read File @ Prev Pg Wy Cut Text Q& Cur Pos
Y Exit 4 Justify WY Where is Q¥ Next Pg WV UnCut Text@ll To Spell



Apache Webserver on macOS

Static webpages

* storage locations:
 sudo apachectl —k restart
* create a file ~sandiway/Sites/index.html

o ® < localhost/~sandiway/ ¢ t » |4 ® ® < localhost/~sandiway/ ¢ th

My webpage Not Found

~sandiway/Sites/index.html The requested URL /~sandiway/ was not found on this server.




Apache Webserver on macOS

- tail /var/log/apache2/access_log

[(base) apache2$ tail /var/log/apache2/access_log
127.0.0.1 - - [26/Sep/2022

127.0.0.1 - - [26/Sep/2022
59l [30/Sep/2022:
HH [30/0ct/2022:

[30/0ct/2022:

[30/0ct/2022:
[30/0ct/2022:
[30/0ct/2022:
= [30/0ct/2022:
- Al [30/0ct/2022:
(base) apache2$ J§

09:
21:
21:
21:
21:
22:
22:
22:

03

38:
38:

59

59:
00:

17

17:

:05:
:05:

:32
44
44
:51
52
20
:31
31

56:09 -
56:29 -

-07001]
-07001]
-07001]
-07001]
-07001]
-07001]
-07001]
-07001]

0700] "GET / HTTP/1.1" 200 555
0700] "-" 408 -

"GET / HTTP/1.1" 200 555

"GET / HTTP/1.1" 200 555

"GET /favicon.ico HTTP/1.1" 404 196
n_n 468 —

"GET /~sandiway HTTP/1.1" 404 196
"GET /~sandiway HTTP/1.1" 404 196
"GET /~sandiway HTTP/1.1" 301 235
"GET /~sandiway/ HTTP/1.1" 200 101




taill command

TAIL(1) General Commands Manual TAIL(1)

NAME
tail — display the last part of a file

SYNOPSIS

tail [-F | =f | -r] [-qv] [-b number | -¢ number | -n number] [file ...

DESCRIPTION
The tail utility displays the contents of file or, by default, its
standard input, to the standard output.




Apache Webserver on Ubuntu

B sandiway@DESKTOP-VEPP64( X ' Windows PowerShell

$ cd /var/log/apache2/
$ 1s
access.log error.log other vhosts_access.log
$ tail access.log
:1 - - [17/0ct/2023:03: 58 13 -0700] "-" 408 @ "-" "-"
.1 - - [17/0ct/2023:04:07:44 -0700] "GET / HTTP/1.1" 200 3477 "-" "Mozilla/5.0 (Windows NT 10.0; Winé6u4; x64) AppleWebKi
t/537.36 (KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36"
::1 - - [17/0ct/2023:04:08:37 -0700] "-" 48 @ "-" "-"
::1 - - [17/0ct/2023:64:15:22 -0700] "GET / HTTP/1.1" 200 3477 "-" "Mozilla/5.0 (Windows NT 10.0; Winéu; x6uU) AppleWebKi
t/537.36 (KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36"
:1 - - [17/0ct/2023:04:15:23 -0700] "GET / HTTP/1.1" 200 3476 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKi
t/537.36 (KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36"
38dl, = [17/0ct/2023:04:16:14 -0700] "-" U8 @ "-" "-
g gdl [17/0ct/2023:04:22:29 -0700] "-" 48 @ "-" "-"
: [17/0ct/2023:04:24:14 -0700] "-" 4068 @ "-" "-"
[17/0ct/2023:64:29:17 -0700] "-" U8 @ "-" "-"
[17/0ct/2023:64:39:19 -0700] "-" H= - D=l




Homework 7

* For Mac and Ubuntu users

* set up Apache2 on your laptop
* bearin mind the different file locations!

* In each case:
* http://localhost/ (system-wide homepage)
* http://localhost/~yourusername/  (your personal homepage)

* Create two different index.html webpages at these locations, e.g. add
your photo on your user homepage and your computer's photo on the
system-wide homepage

e Show your system works! (include screen snapshots please)

e Submit one PDF file (by Sunday midnight)



http://localhost/
http://localhost/
http://localhost/~yourusername/
http://localhost/~yourusername/

